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CyberSecurity 
QUICK REFERENCE  GUIDE 

SECURITY RISKS PASSWORDS 

CONFIDENTIAL INFORMATION 

FIREWALLS 

AÊfirewallÊactsÊlikeÊaÊsecurityÊguardÊandÊpreventsÊunauthorizedÊpeopleÊorÊ
programsÊfromÊaccessingÊaÊ
networkÊorÊcomputerÊfromÊ
theÊInternet.ÊThereÊareÊ
hardwareÊbasedÊfirewalls,Ê
whichÊcreateÊaÊprotec veÊ
barrierÊbetweenÊinternalÊ
networksÊandÊtheÊoutsideÊ
world,ÊandÊso wareÊfire-
walls,ÊwhichÊareÊo enÊpartÊ
ofÊyourÊopera ngÊsystem. 

TheÊfirstÊlineÊofÊdefenseÊinÊsecuringÊyourÊac-
countsÊorÊcomputerÊagainstÊunauthorizedÊ
accessÊisÊusingÊcomplexÊpasswords.ÊComplexÊ
passwordsÊareÊexponen allyÊmoreÊdifficultÊtoÊ
crack.ÊHereÊisÊaÊcomparisonÊofÊsimpleÊversusÊ
complexÊpasswordsÊandÊhowÊlongÊitÊwouldÊ
takeÊtoÊcrackÊthem. 

NowÊthatÊweÊunderstandÊwhyÊweÊshouldÊhaveÊ
moreÊcomplexÊpasswords,Êhere'sÊhowÊweÊcanÊ
increaseÊyourÊpassword'sÊcomplexity: 

* BiggerÊisÊbe er.ÊMakeÊyourÊpasswordÊatÊ
leastÊ12ÊcharactersÊlong,ÊincludingÊaÊcom-
bina onÊofÊnumbers,ÊuppercaseÊandÊlow-
ercaseÊle ers,ÊandÊspecialÊcharacters.Ê
ThisÊsignificantlyÊincreasesÊtheÊnumberÊofÊ
possibleÊcharactersÊyourÊpasswordÊcouldÊ
have,ÊtherebyÊincreasingÊtheÊ meÊitÊ
wouldÊtakeÊforÊaÊhackerÊtoÊcrackÊit. 

* AvoidÊusingÊanyÊpersonalÊinforma on.Ê
ExcludeÊimportantÊdatesÊlikeÊbirthdays,Ê
yearÊofÊgradua on,ÊwhereÊyouÊwentÊtoÊ
school,Êanniversaries,Êaddresses,ÊpetÊ
names,ÊandÊchildren'sÊnames.ÊThisÊinfor-
ma onÊisÊo enÊavailableÊonlineÊthroughÊ
publiclyÊaccessibleÊsourcesÊorÊsocialÊme-
dia.ÊIfÊyou'reÊaÊtargetÊforÊhackers,ÊtheyÊ
willÊuseÊthisÊinforma onÊtoÊmoreÊeasilyÊ
crackÊyourÊpassword. 

* DoÊnotÊreuseÊpasswordsÊonÊmul pleÊac-
counts. 

* MakeÊitÊeasyÊforÊyouÊtoÊrememberÊbutÊ
difficultÊforÊothersÊtoÊguess.ÊConsiderÊus-
ingÊaÊmemorableÊphraseÊlikeÊ
"4DogsJumpedOver^". 

WhenÊbeingÊtrustedÊwithÊconfiden alÊinforma onÊyouÊmustÊstrideÊto-
wardsÊensuringÊthisÊinforma onÊisÊneverÊviewedÊbyÊunauthorizedÊpar es.Ê
ToÊdoÊsoÊyouÊmustÊensureÊyourÊinforma onÊisÊconfiden al,ÊhasÊintegrityÊ
andÊisÊavailableÊforÊwhenÊyouÊneedÊit.Ê 

Confiden al informa on includes: 

Personal Informa on: 

* SocialÊSecurityÊNumber 
* HomeÊAddress 
* SalaryÊHistory 
* PerformanceÊIssues 
* CreditÊCard 

Corporate Informa on: 

* CompanyÊUniqueÊProcesses 
* CustomerÊLists 
* ResearchÊandÊDevelopment 
* BusinessÊStrategies 
* Objec vesÊandÊProjec onsÊ 

BusinessesÊareÊatÊriskÊforÊsecurityÊbreaches.ÊWhetherÊaÊcompanyÊisÊthinkingÊ
ofÊadop ngÊcloudÊcompu ngÊorÊjustÊusingÊemailÊandÊmaintainingÊaÊwebsite,Ê
cybersecurityÊshouldÊbeÊaÊpartÊofÊtheÊplan.ÊThe ÊofÊdigitalÊinforma onÊhasÊ
becomeÊtheÊmostÊcommonlyÊreportedÊfraud,ÊsurpassingÊphysicalÊthe . Ê 

CyberÊa acksÊ
happenÊeveryÊ39 
seconds,Ê95%ÊareÊ

humanÊerror 

43%ÊofÊallÊcyber-
a acksÊareÊ

aimedÊatÊsmallÊ
businesses 

43%ÊofÊSMBsÊdoÊ
notÊhaveÊaÊcyberÊ
securityÊplanÊinÊ

place 

GlobalÊannualÊ
costÊofÊcyber-

crimeÊexceeds $8 
trillion 
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EMAIL PHISHING and AWARENESS 

PhishingÊhasÊbecomeÊveryÊsophis catedÊandÊdifficultÊtoÊdetect,ÊasÊcriminalsÊhaveÊfoundÊwaysÊtoÊmakeÊtheirÊemailsÊasÊrealis cÊ
asÊpossible.ÊAÊphishingÊemailÊtriesÊtoÊtrickÊusersÊintoÊprovidingÊconfiden alÊdataÊtoÊstealÊmoneyÊorÊinforma on.ÊTheseÊemailsÊ
appearÊtoÊbeÊfromÊaÊcredibleÊsource,ÊsuchÊasÊaÊbank,ÊgovernmentÊen ty,ÊorÊserviceÊprovider.ÊHereÊareÊsomeÊthingsÊtoÊlookÊ
forÊinÊaÊphishingÊemail: 

VIRUS & MALWARE PROTECT INTERNET & SOCIAL MEDIA 

* Download so ware only from trusted ÊsourcesÊ 
* Always log out of sites instead of simplyÊ

closingÊtheÊwindowÊ 
* CheckÊ forÊh ps://ÊÊinÊwebÊaddressesÊorÊ

secureÊsessionÊvalida on when available 
* Do not click on links from unknown or untrustworthy  

sources 
* Do not allow ecommerce sites to store Êyour credit card 

informa onÊ 
* Do not click on popup windowsÊto closeÊthem; instead  

use the “X” in the upper right hand corner of the screen 
* Call the person who sent the email to confirm its  

authen city if youÊsuspect it may be fraudulentÊ 
* Limit the amount of personalÊinforma on you give out 
* Use privacy se ngs online whereverÊpossible 
* Do not respond to requests for personal or financial 
ÊÊÊÊÊÊÊÊÊ informa on in anÊemail 
* Do not assume that every email you get is authen c  
ÊÊÊÊÊÊÊ(or its a achments) 

If you use a computer for work,Êweb surfing, shopping,Êbank-
ing, email and instant messaging and do not have proper ÊÊÊÊÊ
protec on, you are at high risk of being vic mized. MalwareÊ
isÊshortÊforÊ“maliciousÊso ware.”ÊÊItÊisÊwri enÊtoÊinfectÊtheÊ
hostÊcomputer.ÊRunning virusÊprotec onÊproductsÊandÊkeep-

ingÊthemÊup-to-dateÊisÊandÊessen alÊstepÊtoÊre-
duceÊrisksÊfromÊmalwareÊandÊcanÊreduceÊinfec-
onÊbyÊmoreÊthanÊ80%.ÊComparingÊtradi onalÊ

an virusÊso wareÊwithÊadvancedÊEndpointÊDe-
tec onÊandÊResponseÊsolu ons,ÊwhichÊofferÊmoreÊcompre-
hensiveÊA.I.ÊorientedÊthreatÊdetec onÊandÊresponseÊcapabili-
esÊÊ 

* Keep so ware/browser/
systems up to dateÊ 

* Install an virus so wareÊ 
* Turn on firewall to highest levelÊ 
* Regularly back up your data 
* Do not install or use pirated so ware 
* Do not install P2P file-sharing programs 


